
Green River College PRFR Report Appendix 2.C.4 
2.C.4 The institution’s policies and procedures regarding the secure retention of 
student records must include provisions related to confidentiality, release, and the 
reliable backup and retrievability of such records. 
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Section 1: Policies and procedures regarding secure retention of student records 

o Family Education Records Privacy Act, FERPA
o Washington State Preservation and Destruction of Public Records, RCW 40.14
o Washington State Public Records Act, RCW 42.56
o Washington State Records and Retrieval Act, WAC 434-610 – 434-690
o NIST Cybersecurity Framework
o Gramm-Leach-Bliley Act
o ctcLink Privacy Agreement
o state-government-general-records-retention-schedule-v.6.3-(october-2024).pdf
o Data Security Training, Vector Solutions
o Vector LMS, Higher Education Edition Training : Login
o Green River Data Handling Guidelines
o Information Security Program Plan (section 8.3.1, Enterprise Backup Policies, page

56 
o GRC policy from Catalog: Student Right to Privacy (FERPA) (page 9)
o WAC 132J-276 Public Record
o GA-17 Educational Rights and Privacy Act
o FERPA in GRC Webpage
o Educational Records
o Privacy
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Family Education Records Privacy Act, FERPA  
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Washington State Preservation and Destruction of 
Public Records, RCW 40.14  
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Washington State Public Records Act, RCW 42.56 

The following pages show only section titles of this 
evidence. To view the full file, please refer to the 

hyperlink
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Washington State Records and Retrieval Act, WAC 
434-610 – 434-690 
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NIST Cybersecurity Framework 

The following pages show only cover and table of 
content of this evidence. To view the full file, please 

refer to the hyperlink
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National Institute of Standards and Technology 
This publication is available free of charge from: https://doi.org/10.6028/NIST.CSWP.29 

February 26, 2024  

The NIST Cybersecurity 
Framework (CSF) 2.0 
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NIST CSWP 29 
February 26, 2024 

Abstract

The NIST Cybersecurity Framework (CSF) 2.0 provides guidance to industry, government 
agencies, and other organizations to manage cybersecurity risks. It offers a taxonomy of high-
level cybersecurity outcomes that can be used by any organization — regardless of its size, 
sector, or maturity — to better understand, assess, prioritize, and communicate its 
cybersecurity efforts. The CSF does not prescribe how outcomes should be achieved. Rather, it 
links to online resources that provide additional guidance on practices and controls that could 
be used to achieve those outcomes. This document describes CSF 2.0, its components, and 
some of the many ways that it can be used.  

Keywords 

cybersecurity; Cybersecurity Framework (CSF); cybersecurity risk governance; cybersecurity risk 
management; enterprise risk management; Profiles; Tiers. 

Audience 

Individuals responsible for developing and leading cybersecurity programs are the primary 
audience for the CSF. The CSF can also be used by others involved in managing risk — including 
executives, boards of directors, acquisition professionals, technology professionals, risk 
managers, lawyers, human resources specialists, and cybersecurity and risk management 
auditors — to guide their cybersecurity-related decisions. Additionally, the CSF can be useful to 
those making and influencing policy (e.g., associations, professional organizations, regulators) 
who set and communicate priorities for cybersecurity risk management. 

Supplemental Content 

NIST will continue to build and host additional resources to help organizations implement the 
CSF, including Quick Start Guides and Community Profiles. All resources are made publicly 
available on the NIST CSF website. Suggestions for additional resources to reference on the 
NIST CSF website can always be shared with NIST at cyberframework@nist.gov. 

Note to Readers 

Unless otherwise noted, documents cited, referenced, or excerpted in this publication are not 
wholly incorporated into this publication. 

Before version 2.0, the Cybersecurity Framework was called the “Framework for Improving 
Critical Infrastructure Cybersecurity.” This title is not used for CSF 2.0. 
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shared with NIST at cyberframework@nist.gov.  
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Gramm-Leach-Bliley Act  
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Title 16 —Commercial Practices
Chapter I —Federal Trade Commission
Subchapter C —Regulations Under Specific Acts of Congress

Part 314 Standards for Safeguarding Customer Information

§ 314.1 Purpose and scope.
§ 314.2 Definitions.
§ 314.3 Standards for safeguarding customer information.
§ 314.4 Elements.
§ 314.5 Effective date.
§ 314.6 Exceptions.

PART 314—STANDARDS FOR SAFEGUARDING CUSTOMER
INFORMATION
Authority: 15 U.S.C. 6801(b), 6805(b)(2).

Source: 67 FR 36493, May 23, 2002, unless otherwise noted.

§ 314.1 Purpose and scope.

This content is from the eCFR and is authoritative but unofficial.

(a) Purpose. This part, which implements sections 501 and 505(b)(2) of the Gramm-Leach-Bliley Act, sets
forth standards for developing, implementing, and maintaining reasonable administrative, technical, and
physical safeguards to protect the security, confidentiality, and integrity of customer information.

(b) Scope. This part applies to the handling of customer information by all financial institutions over which
the Federal Trade Commission (“FTC” or “Commission”) has jurisdiction. Namely, this part applies to
those “financial institutions” over which the Commission has rulemaking authority pursuant to section
501(b) of the Gramm-Leach-Bliley Act. An entity is a “financial institution” if its business is engaging in an
activity that is financial in nature or incidental to such financial activities as described in section 4(k) of
the Bank Holding Company Act of 1956, 12 U.S.C. 1843(k), which incorporates activities enumerated by
the Federal Reserve Board in 12 CFR 225.28 and 225.86. The “financial institutions” subject to the
Commission's enforcement authority are those that are not otherwise subject to the enforcement
authority of another regulator under section 505 of the Gramm-Leach-Bliley Act, 15 U.S.C. 6805. More
specifically, those entities include, but are not limited to, mortgage lenders, “pay day” lenders, finance
companies, mortgage brokers, account servicers, check cashers, wire transferors, travel agencies
operated in connection with financial services, collection agencies, credit counselors and other financial
advisors, tax preparation firms, non-federally insured credit unions, investment advisors that are not
required to register with the Securities and Exchange Commission, and entities acting as finders. They are

16 CFR Part 314 (up to date as of 9/29/2025)
Standards for Safeguarding Customer Information 16 CFR Part 314 (Sept. 29, 2025)

16 CFR 314.1(b) (enhanced display) page 1 of 13
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[67 FR 36493, May 23, 2002, as amended at 86 FR 70304, Dec. 9, 2021]

§ 314.2 Definitions.

referred to in this part as “You.” This part applies to all customer information in your possession,
regardless of whether such information pertains to individuals with whom you have a customer
relationship, or pertains to the customers of other financial institutions that have provided such
information to you.

(a) Authorized user means any employee, contractor, agent, customer, or other person that is authorized to
access any of your information systems or data.

(b)

(1) Consumer means an individual who obtains or has obtained a financial product or service from you
that is to be used primarily for personal, family, or household purposes, or that individual's legal
representative.

(2) For example:

(i) An individual who applies to you for credit for personal, family, or household purposes is a
consumer of a financial service, regardless of whether the credit is extended.

(ii) An individual who provides nonpublic personal information to you in order to obtain a
determination about whether he or she may qualify for a loan to be used primarily for personal,
family, or household purposes is a consumer of a financial service, regardless of whether the
loan is extended.

(iii) An individual who provides nonpublic personal information to you in connection with obtaining
or seeking to obtain financial, investment, or economic advisory services is a consumer,
regardless of whether you establish a continuing advisory relationship.

(iv) If you hold ownership or servicing rights to an individual's loan that is used primarily for
personal, family, or household purposes, the individual is your consumer, even if you hold those
rights in conjunction with one or more other institutions. (The individual is also a consumer
with respect to the other financial institutions involved.) An individual who has a loan in which
you have ownership or servicing rights is your consumer, even if you, or another institution with
those rights, hire an agent to collect on the loan.

(v) An individual who is a consumer of another financial institution is not your consumer solely
because you act as agent for, or provide processing or other services to, that financial
institution.

(vi) An individual is not your consumer solely because he or she has designated you as trustee for a
trust.

(vii) An individual is not your consumer solely because he or she is a beneficiary of a trust for which
you are a trustee.

(viii) An individual is not your consumer solely because he or she is a participant or a beneficiary of
an employee benefit plan that you sponsor or for which you act as a trustee or fiduciary.

(c) Customer means a consumer who has a customer relationship with you.

16 CFR Part 314 (up to date as of 9/29/2025)
Standards for Safeguarding Customer Information 16 CFR 314.2

16 CFR 314.2(c) (enhanced display) page 2 of 13
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(d) Customer information means any record containing nonpublic personal information about a customer of a
financial institution, whether in paper, electronic, or other form, that is handled or maintained by or on
behalf of you or your affiliates.

(e)

(1) Customer relationship means a continuing relationship between a consumer and you under which
you provide one or more financial products or services to the consumer that are to be used primarily
for personal, family, or household purposes.

(2) For example:

(i) Continuing relationship. A consumer has a continuing relationship with you if the consumer:

(A) Has a credit or investment account with you;

(B) Obtains a loan from you;

(C) Purchases an insurance product from you;

(D) Holds an investment product through you, such as when you act as a custodian for
securities or for assets in an Individual Retirement Arrangement;

(E) Enters into an agreement or understanding with you whereby you undertake to arrange or
broker a home mortgage loan, or credit to purchase a vehicle, for the consumer;

(F) Enters into a lease of personal property on a non-operating basis with you;

(G) Obtains financial, investment, or economic advisory services from you for a fee;

(H) Becomes your client for the purpose of obtaining tax preparation or credit counseling
services from you;

(I) Obtains career counseling while seeking employment with a financial institution or the
finance, accounting, or audit department of any company (or while employed by such a
financial institution or department of any company);

(J) Is obligated on an account that you purchase from another financial institution, regardless
of whether the account is in default when purchased, unless you do not locate the
consumer or attempt to collect any amount from the consumer on the account;

(K) Obtains real estate settlement services from you; or

(L) Has a loan for which you own the servicing rights.

(ii) No continuing relationship. A consumer does not, however, have a continuing relationship with
you if:

(A) The consumer obtains a financial product or service from you only in isolated transactions,
such as using your ATM to withdraw cash from an account at another financial institution;
purchasing a money order from you; cashing a check with you; or making a wire transfer
through you;

(B) You sell the consumer's loan and do not retain the rights to service that loan;

(C) You sell the consumer airline tickets, travel insurance, or traveler's checks in isolated
transactions;

16 CFR Part 314 (up to date as of 9/29/2025)
Standards for Safeguarding Customer Information 16 CFR 314.2(d)

16 CFR 314.2(e)(2)(ii)(C) (enhanced display) page 3 of 13
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(D) The consumer obtains one-time personal or real property appraisal services from you; or

(E) The consumer purchases checks for a personal checking account from you.

(f) Encryption means the transformation of data into a form that results in a low probability of assigning
meaning without the use of a protective process or key, consistent with current cryptographic standards
and accompanied by appropriate safeguards for cryptographic key material.

(g)

(1) Financial product or service means any product or service that a financial holding company could
offer by engaging in a financial activity under section 4(k) of the Bank Holding Company Act of 1956
(12 U.S.C. 1843(k)).

(2) Financial service includes your evaluation or brokerage of information that you collect in connection
with a request or an application from a consumer for a financial product or service.

(h)

(1) Financial institution means any institution the business of which is engaging in an activity that is
financial in nature or incidental to such financial activities as described in section 4(k) of the Bank
Holding Company Act of 1956, 12 U.S.C. 1843(k). An institution that is significantly engaged in
financial activities, or significantly engaged in activities incidental to such financial activities, is a
financial institution.

(2) Examples of financial institutions are as follows:

(i) A retailer that extends credit by issuing its own credit card directly to consumers is a financial
institution because extending credit is a financial activity listed in 12 CFR 225.28(b)(1) and
referenced in section 4(k)(4)(F) of the Bank Holding Company Act of 1956 (12 U.S.C.
1843(k)(4)(F)), and issuing that extension of credit through a proprietary credit card
demonstrates that a retailer is significantly engaged in extending credit.

(ii) An automobile dealership that, as a usual part of its business, leases automobiles on a
nonoperating basis for longer than 90 days is a financial institution with respect to its leasing
business because leasing personal property on a nonoperating basis where the initial term of
the lease is at least 90 days is a financial activity listed in 12 CFR 225.28(b)(3) and referenced
in section 4(k)(4)(F) of the Bank Holding Company Act, 12 U.S.C. 1843(k)(4)(F).

(iii) A personal property or real estate appraiser is a financial institution because real and personal
property appraisal is a financial activity listed in 12 CFR 225.28(b)(2)(i) and referenced in
section 4(k)(4)(F) of the Bank Holding Company Act, 12 U.S.C. 1843(k)(4)(F).

(iv) A career counselor that specializes in providing career counseling services to individuals
currently employed by or recently displaced from a financial organization, individuals who are
seeking employment with a financial organization, or individuals who are currently employed by
or seeking placement with the finance, accounting or audit departments of any company is a
financial institution because such career counseling activities are financial activities listed in 12
CFR 225.28(b)(9)(iii) and referenced in section 4(k)(4)(F) of the Bank Holding Company Act, 12
U.S.C. 1843(k)(4)(F).

16 CFR Part 314 (up to date as of 9/29/2025)
Standards for Safeguarding Customer Information 16 CFR 314.2(e)(2)(ii)(D)

16 CFR 314.2(h)(2)(iv) (enhanced display) page 4 of 13
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(v) A business that prints and sells checks for consumers, either as its sole business or as one of
its product lines, is a financial institution because printing and selling checks is a financial
activity that is listed in 12 CFR 225.28(b)(10)(ii) and referenced in section 4(k)(4)(F) of the Bank
Holding Company Act, 12 U.S.C. 1843(k)(4)(F).

(vi) A business that regularly wires money to and from consumers is a financial institution because
transferring money is a financial activity referenced in section 4(k)(4)(A) of the Bank Holding
Company Act, 12 U.S.C. 1843(k)(4)(A), and regularly providing that service demonstrates that
the business is significantly engaged in that activity.

(vii) A check cashing business is a financial institution because cashing a check is exchanging
money, which is a financial activity listed in section 4(k)(4)(A) of the Bank Holding Company
Act, 12 U.S.C. 1843(k)(4)(A).

(viii) An accountant or other tax preparation service that is in the business of completing income tax
returns is a financial institution because tax preparation services is a financial activity listed in
12 CFR 225.28(b)(6)(vi) and referenced in section 4(k)(4)(G) of the Bank Holding Company Act,
12 U.S.C. 1843(k)(4)(G).

(ix) A business that operates a travel agency in connection with financial services is a financial
institution because operating a travel agency in connection with financial services is a financial
activity listed in 12 CFR 225.86(b)(2) and referenced in section 4(k)(4)(G) of the Bank Holding
Company Act, 12 U.S.C. 1843(k)(4)(G).

(x) An entity that provides real estate settlement services is a financial institution because
providing real estate settlement services is a financial activity listed in 12 CFR 225.28(b)(2)(viii)
and referenced in section 4(k)(4)(F) of the Bank Holding Company Act, 12 U.S.C. 1843(k)(4)(F).

(xi) A mortgage broker is a financial institution because brokering loans is a financial activity listed
in 12 CFR 225.28(b)(1) and referenced in section 4(k)(4)(F) of the Bank Holding Company Act,
12 U.S.C. 1843(k)(4)(F).

(xii) An investment advisory company and a credit counseling service are each financial institutions
because providing financial and investment advisory services are financial activities referenced
in section 4(k)(4)(C) of the Bank Holding Company Act, 12 U.S.C. 1843(k)(4)(C).

(xiii) A company acting as a finder in bringing together one or more buyers and sellers of any product
or service for transactions that the parties themselves negotiate and consummate is a financial
institution because acting as a finder is an activity that is financial in nature or incidental to a
financial activity listed in 12 CFR 225.86(d)(1).

(3) Financial institution does not include:

(i) Any person or entity with respect to any financial activity that is subject to the jurisdiction of the
Commodity Futures Trading Commission under the Commodity Exchange Act (7 U.S.C. 1 et
seq.);

(ii) The Federal Agricultural Mortgage Corporation or any entity chartered and operating under the
Farm Credit Act of 1971 (12 U.S.C. 2001 et seq.);

16 CFR Part 314 (up to date as of 9/29/2025)
Standards for Safeguarding Customer Information 16 CFR 314.2(h)(2)(v)

16 CFR 314.2(h)(3)(ii) (enhanced display) page 5 of 13
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(iii) Institutions chartered by Congress specifically to engage in securitizations, secondary market
sales (including sales of servicing rights) or similar transactions related to a transaction of a
consumer, as long as such institutions do not sell or transfer nonpublic personal information to
a nonaffiliated third party other than as permitted by §§ 313.14 and 313.15; or

(iv) Entities that engage in financial activities but that are not significantly engaged in those
financial activities, and entities that engage in activities incidental to financial activities but that
are not significantly engaged in activities incidental to financial activities.

(4) Examples of entities that are not significantly engaged in financial activities are as follows:

(i) A retailer is not a financial institution if its only means of extending credit are occasional “lay
away” and deferred payment plans or accepting payment by means of credit cards issued by
others.

(ii) A retailer is not a financial institution merely because it accepts payment in the form of cash,
checks, or credit cards that it did not issue.

(iii) A merchant is not a financial institution merely because it allows an individual to “run a tab.”

(iv) A grocery store is not a financial institution merely because it allows individuals to whom it sells
groceries to cash a check, or write a check for a higher amount than the grocery purchase and
obtain cash in return.

(i) Information security program means the administrative, technical, or physical safeguards you use to
access, collect, distribute, process, protect, store, use, transmit, dispose of, or otherwise handle customer
information.

(j) Information system means a discrete set of electronic information resources organized for the collection,
processing, maintenance, use, sharing, dissemination or disposition of electronic information containing
customer information or connected to a system containing customer information, as well as any
specialized system such as industrial/process controls systems, telephone switching and private branch
exchange systems, and environmental controls systems that contains customer information or that is
connected to a system that contains customer information.

(k) Multi-factor authentication means authentication through verification of at least two of the following types
of authentication factors:

(1) Knowledge factors, such as a password;

(2) Possession factors, such as a token; or

(3) Inherence factors, such as biometric characteristics.

(l)

(1) Nonpublic personal information means:

(i) Personally identifiable financial information; and

(ii) Any list, description, or other grouping of consumers (and publicly available information
pertaining to them) that is derived using any personally identifiable financial information that is
not publicly available.

(2) Nonpublic personal information does not include:
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(i) Publicly available information, except as included on a list described in paragraph (l)(1)(ii) of
this section; or

(ii) Any list, description, or other grouping of consumers (and publicly available information
pertaining to them) that is derived without using any personally identifiable financial
information that is not publicly available.

(3) For example:

(i) Nonpublic personal information includes any list of individuals' names and street addresses
that is derived in whole or in part using personally identifiable financial information (that is not
publicly available), such as account numbers.

(ii) Nonpublic personal information does not include any list of individuals' names and addresses
that contains only publicly available information, is not derived, in whole or in part, using
personally identifiable financial information that is not publicly available, and is not disclosed in
a manner that indicates that any of the individuals on the list is a consumer of a financial
institution.

(m) Notification event means acquisition of unencrypted customer information without the authorization of
the individual to which the information pertains. Customer information is considered unencrypted for this
purpose if the encryption key was accessed by an unauthorized person. Unauthorized acquisition will be
presumed to include unauthorized access to unencrypted customer information unless you have reliable
evidence showing that there has not been, or could not reasonably have been, unauthorized acquisition of
such information.

(n) Penetration testing means a test methodology in which assessors attempt to circumvent or defeat the
security features of an information system by attempting penetration of databases or controls from
outside or inside your information systems.

(o)

(1) Personally identifiable financial information means any information:

(i) A consumer provides to you to obtain a financial product or service from you;

(ii) About a consumer resulting from any transaction involving a financial product or service
between you and a consumer; or

(iii) You otherwise obtain about a consumer in connection with providing a financial product or
service to that consumer.

(2) For example:

(i) Information included. Personally identifiable financial information includes:

(A) Information a consumer provides to you on an application to obtain a loan, credit card, or
other financial product or service;

(B) Account balance information, payment history, overdraft history, and credit or debit card
purchase information;

(C) The fact that an individual is or has been one of your customers or has obtained a
financial product or service from you;
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(D) Any information about your consumer if it is disclosed in a manner that indicates that the
individual is or has been your consumer;

(E) Any information that a consumer provides to you or that you or your agent otherwise
obtain in connection with collecting on, or servicing, a credit account;

(F) Any information you collect through an internet “cookie” (an information collecting device
from a web server); and

(G) Information from a consumer report.

(ii) Information not included. Personally identifiable financial information does not include:

(A) A list of names and addresses of customers of an entity that is not a financial institution;
and

(B) Information that does not identify a consumer, such as aggregate information or blind
data that does not contain personal identifiers such as account numbers, names, or
addresses.

(p)

(1) Publicly available information means any information that you have a reasonable basis to believe is
lawfully made available to the general public from:

(i) Federal, State, or local government records;

(ii) Widely distributed media; or

(iii) Disclosures to the general public that are required to be made by Federal, State, or local law.

(2) You have a reasonable basis to believe that information is lawfully made available to the general
public if you have taken steps to determine:

(i) That the information is of the type that is available to the general public; and

(ii) Whether an individual can direct that the information not be made available to the general
public and, if so, that your consumer has not done so.

(3) For example:

(i) Government records. Publicly available information in government records includes information
in government real estate records and security interest filings.

(ii) Widely distributed media. Publicly available information from widely distributed media includes
information from a telephone book, a television or radio program, a newspaper, or a website
that is available to the general public on an unrestricted basis. A website is not restricted
merely because an internet service provider or a site operator requires a fee or a password, so
long as access is available to the general public.

(iii) Reasonable basis.

(A) You have a reasonable basis to believe that mortgage information is lawfully made
available to the general public if you have determined that the information is of the type
included on the public record in the jurisdiction where the mortgage would be recorded.
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[86 FR 70304, Dec. 9, 2021, as amended at 88 FR 77508, Nov. 13, 2023]

§ 314.3 Standards for safeguarding customer information.

[67 FR 36493, May 23, 2002, as amended at 86 FR 70307, Dec. 9, 2021]

§ 314.4 Elements.

In order to develop, implement, and maintain your information security program, you shall:

(B) You have a reasonable basis to believe that an individual's telephone number is lawfully
made available to the general public if you have located the telephone number in the
telephone book or the consumer has informed you that the telephone number is not
unlisted.

(q) Security event means an event resulting in unauthorized access to, or disruption or misuse of, an
information system, information stored on such information system, or customer information held in
physical form.

(r) Service provider means any person or entity that receives, maintains, processes, or otherwise is permitted
access to customer information through its provision of services directly to a financial institution that is
subject to this part.

(s) You includes each “financial institution” (but excludes any “other person”) over which the Commission has
enforcement jurisdiction pursuant to section 505(a)(7) of the Gramm-Leach-Bliley Act.

(a) Information security program. You shall develop, implement, and maintain a comprehensive information
security program that is written in one or more readily accessible parts and contains administrative,
technical, and physical safeguards that are appropriate to your size and complexity, the nature and scope
of your activities, and the sensitivity of any customer information at issue. The information security
program shall include the elements set forth in § 314.4 and shall be reasonably designed to achieve the
objectives of this part, as set forth in paragraph (b) of this section.

(b) Objectives. The objectives of section 501(b) of the Act, and of this part, are to:

(1) Insure the security and confidentiality of customer information;

(2) Protect against any anticipated threats or hazards to the security or integrity of such information;
and

(3) Protect against unauthorized access to or use of such information that could result in substantial
harm or inconvenience to any customer.

(a) Designate a qualified individual responsible for overseeing and implementing your information security
program and enforcing your information security program (for purposes of this part, “Qualified
Individual”). The Qualified Individual may be employed by you, an affiliate, or a service provider. To the
extent the requirement in this paragraph (a) is met using a service provider or an affiliate, you shall:

(1) Retain responsibility for compliance with this part;

(2) Designate a senior member of your personnel responsible for direction and oversight of the Qualified
Individual; and
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(3) Require the service provider or affiliate to maintain an information security program that protects you
in accordance with the requirements of this part.

(b) Base your information security program on a risk assessment that identifies reasonably foreseeable
internal and external risks to the security, confidentiality, and integrity of customer information that could
result in the unauthorized disclosure, misuse, alteration, destruction, or other compromise of such
information, and assesses the sufficiency of any safeguards in place to control these risks.

(1) The risk assessment shall be written and shall include:

(i) Criteria for the evaluation and categorization of identified security risks or threats you face;

(ii) Criteria for the assessment of the confidentiality, integrity, and availability of your information
systems and customer information, including the adequacy of the existing controls in the
context of the identified risks or threats you face; and

(iii) Requirements describing how identified risks will be mitigated or accepted based on the risk
assessment and how the information security program will address the risks.

(2) You shall periodically perform additional risk assessments that reexamine the reasonably
foreseeable internal and external risks to the security, confidentiality, and integrity of customer
information that could result in the unauthorized disclosure, misuse, alteration, destruction, or other
compromise of such information, and reassess the sufficiency of any safeguards in place to control
these risks.

(c) Design and implement safeguards to control the risks you identify through risk assessment, including by:

(1) Implementing and periodically reviewing access controls, including technical and, as appropriate,
physical controls to:

(i) Authenticate and permit access only to authorized users to protect against the unauthorized
acquisition of customer information; and

(ii) Limit authorized users' access only to customer information that they need to perform their
duties and functions, or, in the case of customers, to access their own information;

(2) Identify and manage the data, personnel, devices, systems, and facilities that enable you to achieve
business purposes in accordance with their relative importance to business objectives and your risk
strategy;

(3) Protect by encryption all customer information held or transmitted by you both in transit over
external networks and at rest. To the extent you determine that encryption of customer information,
either in transit over external networks or at rest, is infeasible, you may instead secure such
customer information using effective alternative compensating controls reviewed and approved by
your Qualified Individual;

(4) Adopt secure development practices for in-house developed applications utilized by you for
transmitting, accessing, or storing customer information and procedures for evaluating, assessing,
or testing the security of externally developed applications you utilize to transmit, access, or store
customer information;

(5) Implement multi-factor authentication for any individual accessing any information system, unless
your Qualified Individual has approved in writing the use of reasonably equivalent or more secure
access controls;
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(6)

(i) Develop, implement, and maintain procedures for the secure disposal of customer information
in any format no later than two years after the last date the information is used in connection
with the provision of a product or service to the customer to which it relates, unless such
information is necessary for business operations or for other legitimate business purposes, is
otherwise required to be retained by law or regulation, or where targeted disposal is not
reasonably feasible due to the manner in which the information is maintained; and

(ii) Periodically review your data retention policy to minimize the unnecessary retention of data;

(7) Adopt procedures for change management; and

(8) Implement policies, procedures, and controls designed to monitor and log the activity of authorized
users and detect unauthorized access or use of, or tampering with, customer information by such
users.

(d)

(1) Regularly test or otherwise monitor the effectiveness of the safeguards' key controls, systems, and
procedures, including those to detect actual and attempted attacks on, or intrusions into,
information systems.

(2) For information systems, the monitoring and testing shall include continuous monitoring or periodic
penetration testing and vulnerability assessments. Absent effective continuous monitoring or other
systems to detect, on an ongoing basis, changes in information systems that may create
vulnerabilities, you shall conduct:

(i) Annual penetration testing of your information systems determined each given year based on
relevant identified risks in accordance with the risk assessment; and

(ii) Vulnerability assessments, including any systemic scans or reviews of information systems
reasonably designed to identify publicly known security vulnerabilities in your information
systems based on the risk assessment, at least every six months; and whenever there are
material changes to your operations or business arrangements; and whenever there are
circumstances you know or have reason to know may have a material impact on your
information security program.

(e) Implement policies and procedures to ensure that personnel are able to enact your information security
program by:

(1) Providing your personnel with security awareness training that is updated as necessary to reflect
risks identified by the risk assessment;

(2) Utilizing qualified information security personnel employed by you or an affiliate or service provider
sufficient to manage your information security risks and to perform or oversee the information
security program;

(3) Providing information security personnel with security updates and training sufficient to address
relevant security risks; and

(4) Verifying that key information security personnel take steps to maintain current knowledge of
changing information security threats and countermeasures.

(f) Oversee service providers, by:
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(1) Taking reasonable steps to select and retain service providers that are capable of maintaining
appropriate safeguards for the customer information at issue;

(2) Requiring your service providers by contract to implement and maintain such safeguards; and

(3) Periodically assessing your service providers based on the risk they present and the continued
adequacy of their safeguards.

(g) Evaluate and adjust your information security program in light of the results of the testing and monitoring
required by paragraph (d) of this section; any material changes to your operations or business
arrangements; the results of risk assessments performed under paragraph (b)(2) of this section; or any
other circumstances that you know or have reason to know may have a material impact on your
information security program.

(h) Establish a written incident response plan designed to promptly respond to, and recover from, any security
event materially affecting the confidentiality, integrity, or availability of customer information in your
control. Such incident response plan shall address the following areas:

(1) The goals of the incident response plan;

(2) The internal processes for responding to a security event;

(3) The definition of clear roles, responsibilities, and levels of decision-making authority;

(4) External and internal communications and information sharing;

(5) Identification of requirements for the remediation of any identified weaknesses in information
systems and associated controls;

(6) Documentation and reporting regarding security events and related incident response activities; and

(7) The evaluation and revision as necessary of the incident response plan following a security event.

(i) Require your Qualified Individual to report in writing, regularly and at least annually, to your board of
directors or equivalent governing body. If no such board of directors or equivalent governing body exists,
such report shall be timely presented to a senior officer responsible for your information security
program. The report shall include the following information:

(1) The overall status of the information security program and your compliance with this part; and

(2) Material matters related to the information security program, addressing issues such as risk
assessment, risk management and control decisions, service provider arrangements, results of
testing, security events or violations and management's responses thereto, and recommendations
for changes in the information security program.

(j) Notify the Federal Trade Commission about notification events in accordance with paragraphs (j)(1) and
(2) of this section.

(1) Notification requirement. Upon discovery of a notification event as described in paragraph (j)(2) of
this section, if the notification event involves the information of at least 500 consumers, you must
notify the Federal Trade Commission as soon as possible, and no later than 30 days after discovery
of the event. The notice shall be made electronically on a form to be located on the FTC's website,
https://www.ftc.gov. The notice shall include the following:

(i) The name and contact information of the reporting financial institution;
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[86 FR 70307, Dec. 9, 2021, as amended at 88 FR 77508, Nov. 13, 2023]

§ 314.5 Effective date.

Section 314.4(j) is effective as of May 13, 2024.

[88 FR 77509, Nov. 13, 2023]

§ 314.6 Exceptions.

Section 314.4(b)(1), (d)(2), (h), and (i) do not apply to financial institutions that maintain customer information
concerning fewer than five thousand consumers.

[86 FR 70308, Dec. 9, 2021]

(ii) A description of the types of information that were involved in the notification event;

(iii) If the information is possible to determine, the date or date range of the notification event;

(iv) The number of consumers affected or potentially affected by the notification event;

(v) A general description of the notification event; and

(vi) Whether any law enforcement official has provided you with a written determination that
notifying the public of the breach would impede a criminal investigation or cause damage to
national security, and a means for the Federal Trade Commission to contact the law
enforcement official. A law enforcement official may request an initial delay of up to 30 days
following the date when notice was provided to the Federal Trade Commission. The delay may
be extended for an additional period of up to 60 days if the law enforcement official seeks such
an extension in writing. Additional delay may be permitted only if the Commission staff
determines that public disclosure of a security event continues to impede a criminal
investigation or cause damage to national security.

(2) Notification event treated as discovered. A notification event shall be treated as discovered as of the
first day on which such event is known to you. You shall be deemed to have knowledge of a
notification event if such event is known to any person, other than the person committing the breach,
who is your employee, officer, or other agent.
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This schedule applies to: All State Government Agencies 

Scope of records retention schedule 
This records retention schedule authorizes the destruction/transfer of public records documenting common functions and activities of state government 
agencies, including Universities and Community and Technical Colleges. It is to be used in conjunction with the other approved schedules that relate to the 
unique functions of the agency.  

 
Disposition of public records 
Public records covered by records series within this records retention schedule (regardless of format) must be retained for the minimum retention period as 
specified in this schedule. Washington State Archives strongly recommends the disposition of public records at the end of their minimum retention period for 
the efficient and effective management of agency resources. 

 
Public records designated as “Archival (Permanent Retention)” must not be destroyed. Records designated as “Archival (Appraisal Required)” must be appraised 
by the Washington State Archives before disposition. Public records must not be destroyed if they are subject to ongoing or reasonably anticipated litigation. 
Such public records must be managed in accordance with the agency’s policies and procedures for legal holds . Public records must not be destroyed if they are 
subject to an existing public records request in accordance with chapter 42.56 RCW. Such public records must be managed in accordance with the agency’s 
policies and procedures for public records requests. 

 
Revocation of previously issued records retention schedules 
All previous versions of the State Government General Records Retention Schedule are revoked. State Agencies must ensure the retention and disposition of 
public records is in accordance with current, approved records retention schedules. 

 
Authority 
This records retention schedule was approved by the State Records Committee in accordance with RCW 40.14.050 on October 2, 2024. 

 

 
_ _ _ _ _ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ____ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ____ ___ ___ ___ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 

For the State Auditor: 
Al Rose 

 
_ _ _ _ _ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ____ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ____ __ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  

For the Attorney General: 
Suzanne Becker 

 
_ _ _ _ _ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ____ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ____ __ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  

For the Office of Financial Management: 
Marie Davis 

 
_ _ _ _ _ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ____ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ___ ____ ___ __ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 

The State Archivist: 
Heather Hirotaka 
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REVISION HISTORY 

Version Date of Approval Extent of Revision 

1.0 November 1991 General Update 

2.0 July 1997 General Update  

3.0 Summer 2001 General Update   

3.5 April 2005 General Update 

4.0 November 2005 General Update 

5.0 October 6, 2010 Changes to format, glossary updated, indexes added, standardized Archival designations and proper citation of RCW’s. 

5.1 August 3, 2011 

All records series reorganized into six functional areas: Agency Management, Asset Management, Financial Management, Human Resource 
Management, Records Management, and Records With Minimal Retention Value. Major revision to Information Management function. New 

activities added including Banking, Community Relations, Library Services, Public Disclosure, Publishing, Records Conversion, Risk Management, 
and Security.  

6.0 June 29, 2016 Major revision of entire schedule. 

6.1 August 5, 2020 Minor revision to the “Asset Management – Security” section. 

6.2 August 4, 2021 Minor revision to the “Human Resource Management – Occupational Health and Safety” section. 

6.3 October 2, 2024 Minor revisions throughout the schedule. 

For assistance and advice in applying this records retention schedule,  
please contact your agency’s Records Officer 

or Washington State Archives at: 
recordsmanagement@sos.wa.gov  
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Data Security Training, Vector Solutions  
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Vector LMS, Higher Education Edition Training : 
Login 
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Green River Data Handling Guidelines 
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Green River Data Handling Guidelines 
GRC classifies data (college information) per the SBCTC and WA State OCIO guidelines.  

All GRC Data must be stored either physically on a GRC campus or digitally on GRC CTR (i.e., resources 
provided by GRC either directly or through agreements with contracted entities). GRC Data must not be 
stored off-campus (other than during approved and temporary travel), on personal equipment or in 
non-GRC provided or contracted solutions. 

Category 2 and higher data requires specific care be taken when transmitting or storing and should not 
be stored on any non-GRC owned equipment without a signed confidentiality and data sharing 
agreement. Category 2 and higher data is discoverable.  

Per the GRC IT Security Policy:  

4.1. Data Classification  
GRC classifies data into categories based on the sensitivity of the data. GRC data classifications must 
translate to or include the following classification categories:  

1. Category 1 – Public Information 

Public Information is information that can be or currently is released to the public. It does not 
need protection from unauthorized disclosure but does need integrity and availability protection 
controls. 

Public Information data includes the mission/vision/values of an agency, information related to 
obtaining services, staff phone numbers, work e-mail addresses, budget information, and FERPA 
“directory information” designated at Green River College as FERPA information at level 1.  

Electronic transfer of data in this classification is not restricted. 

2. Category 2 – Sensitive Information 

Sensitive information may not be specifically protected from disclosure by law and is for official 
use only. Sensitive information is generally not released to the public unless specifically 
requested. 

Sensitive data should not be transferred outside the GRC network electronically unless on 
password protected media.  You must be specifically authorized to transfer such data outside 
the agency.  Transfer inside the GRC network is allowed. 

Specific examples include, but are not limited to: 

• Data Warehouse data unless that data falls under a Category 3 or 4 classification 
• Student Directory Information as per FERPA regulations can be disclosed to outside 

organizations with the student's prior consent or released during a public records 
request of Data Warehouse data. 

• Certain personnel records – e.g., misconduct records subject to public disclosure 
• Public Employee Financial information, but not salaries as this is public information 
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• Directory Information includes: 
o Student name 
o Student birthplace and birthdate 
o Student address 
o Student telephone number 
o Student e-mail address 
o Major field of study (EPC)Dates of attendance (YRQ) 
o Degrees and awards received 
o Photograph 
o Participation in officially recognized activities or sports 
o Height and weight of athletes 
o Most recent educational agency or institution attended 
o Other similar information 

• Directory information does NOT include: 
o Social security number 
o Student identification number 
o Race 
o Ethnicity 
o Nationality 
o Gender 
o Class schedule 
o Course and Program information not tied directly to a student, such as: 

 Department and Course Number 
 Course Title 
 Course Intent 
 Program Code (EPC) 
 Program Title 

 
3. Category 3 – Confidential Information 

Confidential information is information that is specifically protected from disclosure by law. It 
may include but is not limited to: 

• Personal information about individuals, regardless of how that information is obtained 
such as home address, phone number, and personal e-mail address 

• Information in employee personnel records including evaluations 
• Information regarding IT infrastructure and security of computer and 

telecommunications systems 
• All financial data not included in the Public Employee Financial Information data 
• Personal network user information (e.g., usernames and passwords) 
• Enrollment information protected under FERPA such as: 

o Student Information Numbers (SIDs) 
o Grades 
o Courses taken 
o Test scores 
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o Educational services received 

This category of data can be transferred internally, with appropriate care – e.g., marked in e-
mail as confidential or private, or via secure network folders where everyone with access is 
authorized to see the data.  Confidential data may only be transferred outside the agency via 
encrypted or password protected media.  You must be specifically authorized to transfer such 
data outside the agency and there must be a signed confidentiality agreement with that 
individual or company prior to sending the information. 

SBCTC Definition of Category 3 Data: 
Enrollment information protected under FERPA, personnel and financial data. Category 3 
includes all data elements except those explicitly stated in categories 2 and 4. Category 3 data is 
not distributed unless governed by a contract or data sharing agreement. This information is 
protected due to: 

a) Sensitivity – Information which must be protected due to proprietary, ethical, 
contractual or privacy considerations. 

b) Legal Obligations – Information for which disclosure to persons outside of the SBCTC 
may be governed by specific standards and controls designed to protect the information 
such as FERPA. 

c) Moderate risk – Information which may not be specifically protected by statute, 
regulations, or other legal obligations or mandates but for which unauthorized use, 
access, disclosure, acquisition, modification, loss, or deletion of could cause financial 
loss, damage to the SBCTC or college reputation, violate and individual’s privacy rights, 
or make legal action necessary. 

This information includes but is not limited to: 

• Student Identification Numbers (SID) 
• Grades 
• Courses taken 
• Test Scores 
• Educational services received 
• Bio-demographics (e.g., race, gender, family status, employment status) 
• All personnel data including salaries 
• All financial data 

Confidential Information data includes personal network user information, data related to IT 
security, employee and student personal information such as ID number, home address, phone 
number, personal email address, including information designated as Green River College FERPA 
levels 2 & 3. 

This category of data can be transferred internally, with appropriate care – e.g., marked in email 
as confidential or private, or via secure network folders where everyone with access is authorized 
to see the data. Confidential data may only be transferred outside the college via password 
protected or encrypted media. You must be specifically authorized to transfer such data outside 
the college. 
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Specific examples include, but are not limited to: 

• Personnel records. – e.g., Evaluations 
• Employee personal Information – e.g., home address, home email, home phone 

Note: Student email (personal or Green River Student Email) is not considered an internal 
transfer and sensitive data must be sent via encrypted email. 

4. Category 4 – Confidential Information Requiring Special Handling 

Confidential information requiring special handling is information that is specifically protected 
from disclosure by law and for which: 

• Especially strict handling requirements are dictated, such as by statutes, regulations, or 
agreements (such as FERPA, HIPAA, or PCI-DSS) 

• Serious consequences could arise from unauthorized disclosure, such as threats to 
health and safety, or legal sanctions 

Confidential Information Requiring Special Handling includes employee or student information 
such as social security number, date of birth, etc., and information designated as Green River 
College FERPA level 4. 

Specific examples include, but are not limited to: 

• Banking/Financial Account information 
• Records protected by PCI-DSS such as Credit Card Numbers 
• Employee and Student Social Security Numbers 
• Date of birth 
• Student Identification Numbers (SID) 
• Academic records of matriculated students 
• Educational records protected by FERPA 
• Medical records protected by HIPAA 
• Medical Records, including psychological/counseling records 

This category of data can be transferred internally, with appropriate care – e.g., marked in e-
mail as confidential or private, or via secure network folders where everyone with access is 
authorized to see the data.  Confidential data may only be transferred outside the agency via 
encrypted or password protected media.  You must be specifically authorized to transfer such 
data outside the agency. 
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Information Security Program Plan (section 8.3.1, 
Enterprise Backup Policies, page 56 
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Green River College IT Security Program Plan 
 

 
 

GRC IT SECURITY PROGRAM PLAN   Page 56 of 62   Green River College 
 

 

  Each Data Guardian is responsible for overseeing access to and maintenance of the indicated assets, 
including: 

 Training and awareness programs for users with access to sensitive information. 
 Authorizing access to view and/or modify data. 
 Reviewing and revising respective Data Security Policy Statements.  
 Reviewing the Security Program for accuracy 

    
 8.2.4 Inventory of IT Assets 
 
  Tagged IT equipment that is located at a specific user’s desk is tracked as part of the general asset 
management of the college and assigned to that user. Shared desks have equipment assigned to the 
appropriate generic user e.g., “Shared Faculty”. Major IT equipment like servers and network gear in the 
server rooms or network closets is tagged as part of the general asset management of the college, is 
assigned to the “IT Department” with responsibilities assigned to the Executive Director of Information 
Technology. 
 
  8.3 Media Handling and Disposal/Data and Program Backup  

  8.3.1 Enterprise Backup Policies 
  Green River College runs a centralized enterprise backup solution to guarantee data security. The basic 
characteristics of the system are: 
 

1. The primary media are HDD-based storage devices, which employ de-duplication and compression 
located on campus that then replicates all changed blocks to a secure, off-site, online, hosted 
storage solution. 

2. Centralized monitoring and reporting of backups and restores. 
3. Encrypted backup/restores and storage of backups. 
4. Policy based retention of backups. 
5. Policy based scheduling of backups. 
6. Policy applied based on system risk analysis. 
7. 24-hour availability of vendor-support. 
8. Automated management and tracking of primary and off-site copies and off-site storage. 

 
  Internet traffic logs are not part of the enterprise backup solution but are collected and stored by the 
firewall device. Data from the firewall is archived for a year on a separate HDD based repository. 

The retention of data (files, web, database, server, etc.) via the enterprise backup solution is for 30 
days. Data on a single server can be archived in the same manner with a single storage policy, or divided 
between different storage policies. Frequency of backups is based upon the data type. Presently, there are 
three data retention storage policies: 
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Green River College IT Security Program Plan 
 

 
 

GRC IT SECURITY PROGRAM PLAN   Page 57 of 62   Green River College 
 

Storage Policy Data Covered Description 

Internet Logs All internet logs as 
captured by the firewall.  

Backups captured daily by the 
firewall and then archived for a year 
to a separate HDD-based storage 
repository. 

File-Web-
Databases  

File shares, websites, and 
databases servers that 
store business critical 
data. 

Backups captured daily with primary 
and replicated copies retained for 90 
days. 

Semi-Static Application servers and 
servers that contain data 
that does not change 
frequently and does not 
require long-term 
archiving. Backups are for 
disaster/program 
recovery. 

Backups captured every other week 
with primary and replicated copies 
retained for 90 days. 

 
  In general, each storage policy requires that at a predetermined number of valid restore points exist 
before “pruning” any old data out of our system.  
  Backups are automated with “schedule policies” determined by the nature of the data and the 
recovery modes necessary.  
 
 Continuous replication is used for all policies requiring off-site storage. 
   
   8.3.2 Backup Media 

 Initial backup targets are housed in secure facilities managed by Enterprise Services. 
 Physical access to backup targets is limited to Enterprise Services staff and tightly controlled. 
 Replicated backup targets are hosted in the cloud in secure locations by vendors that contract to 

high levels of security and tightly controlled access to their systems. 
 

  8.3.3 Media Disposal 
  The college has a contract with a secure destruction vendor to securely destroy and dispose of media 
on an ad hoc basis. All media used by Enterprise Services in a secure computer operations area is securely 
destroyed when it is time to be retired. 
 
  8.3.4 Telephony Backup 
  Daily backups to disk are performed automatically by the enterprise backup solution for the legacy PBX 
system. 
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Green River College IT Security Program Plan 
 

 
 

GRC IT SECURITY PROGRAM PLAN   Page 58 of 62   Green River College 
 

  The new MS Teams based VOIP telephony system is not backed up beyond the standard resiliency 
provided by a cloud hosted solution. 
 
  8.3.5 Voice mail Backup 
  Daily backups to disk are performed automatically by the enterprise backup solution for the legacy PBX 
voice mail system. 
  Copies of voice mails in the new MS Teams based VOIP telephony system are sent to the user’s email 
inbox which automatically includes them in the email journaling mailbox. 
 
  8.3.6 Transporting Data beyond GRC Boundaries 
  Any media containing information protected against unauthorized access, misuse, or corruption 
beyond GRC campus boundaries is not allowed.  
 
9. Electronic Commerce  

   9.1 E-Commerce Strategy 

  Green River College does not perform any E-Commerce development.   
 
  Green River College uses a third-party vendor, Elavon, to process e-commerce transactions for 
payments on student accounts and other miscellaneous fees. Typical charges paid on student accounts 
include tuition, parking fees, library fees, etc. Typical miscellaneous payments (generally made by non-
students) include admission fees, and event registrations.  
 
  Green River College has chosen to outsource e-commerce in the following areas:  
 

 The college accepts payments on student accounts and other related fees via a hosted service 
provided by Elavon. 

 The college bookstore E-commerce site is a hosted service provided by MBS Store Technology 
Solutions. 

 
  Outsourcing of financial transactions is subject to approval and review of the Vice President for 
Business Administration. The Vice President for Business Administration ensures that a review has been 
performed by Enterprise Services for appropriate transaction security prior to implementation. 
 
  All credit card processing at GRC is performed by systems designed and qualified for presence on and 
traversal of the public Internet. 
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GRC policy from Catalog: Student Right to Privacy 
(FERPA) (page 9) 
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Note: When numbers 900 or above are assigned, it indicates there is no specific Green River course equivalent for all or part of exam. Credit is awarded by category rather than course
specific. The IB Exam for Engl B (ESL) is considered non-transferable to Green River.

Submitting Your IB Transcript

The easiest way to ensure Green River receives your IB transcript is to name Green River as a recipient when you sign up for your IB program exam(s). If you do not name Green River as
a recipient when you take your exam, contact the IB Organization to request an official IB transcript be sent directly to the Green River Enrollment Services. When you are admitted to
the college, you may be eligible for Green River course credit; if so, the courses and credits awarded will be accessible on your degree audit. You will be notified by email of credit
awarded.

Academic Records
Student Right to Privacy (FERPA)

All student educational records are maintained according to the Family Educational Rights and Privacy Act of 1974 (FERPA). FERPA defines what is included in a student record
and governs the conditions of disclosure. Students have the right to see their records and to request an amendment to those records. Students at Green River have the right to examine
their educational records, and the college may not, without the student’s permission, let others examine those records for other than educational purposes, per the Family Educational
Rights and Privacy Act (FERPA) policy.

Directory information may include student’s name, email address, photographs, major field of study, participation in officially recognized activities and sports, weight and height of mem-
bers of athletic teams, dates of attendance, degrees and awards received, the most recent previous educational agency or institution attended by the student, and other similar
information.

Only directory information can be released without the student’s authorization. A student must sign a release in order to have any other information disclosed or to withhold all informa-
tion. Education information may be released to other institutions that have requested the records and in which the student seeks or intends to enroll. Information may be released to a
third party without the student’s consent if an emergency situation exists or if information is requested officially by means of a subpoena, court order or legal report. Additionally,
Congress requires student information to be released to military recruiters if officially requested.  

More information about FERPA is available online at greenriver.edu/FERPA. 

Name Changes

It is important a student’s name is accurately reflected on their individual record. The Office of the Registrar maintains a confidential record of the student’s last name, first name, middle
initial and any previous names. It is the student’s responsibility to notify the Office of the Registrar of any change.

To report a primary name change on their record, students must:

Submit the request in writing by completing a Student Information Change Form.

Show documentation. A copy of a marriage certificate, divorce decree, adoption papers, court order or other legal documents must be attached to the request.

Students may designate a preferred name in ctcLink. 

Change of Address

If your mailing address has changed, be sure to change your address in your ctcLink profile. 

If you are on financial aid, you must also notify the Financial Aid Office from your Green River email address providing the new address information.

Student Identification Number

All students are assigned a ctcLink ID to use for all transactions at Green River College. Students who forget or lose their assigned ctcLink ID will need to bring picture ID into the Office
of the Registrar to obtain their number.

Green River requests social security numbers at the time students make application to the college. As authorized under state law SB5509, the SSN will not be used as the student
identification number that would appear on the class rosters and most other documents. Generally, the SSN is stored confidentially in the records and used only for necessary purposes as
authorized by law. Those purposes include the following:

Financial aid, including loan deferments from other colleges or universities.

Hope scholarship and Lifelong Learning (tuition tax credits).

Financial aid related to verification through National Student Clearinghouse.

Workforce or unemployment data matching purposes.

Change of Program

Students planning to change their career/technical program or their intended major (if transferring to a college or university), must visit the Career and Advising Center to update their
program of study and be assigned a new advisor, if appropriate.

Transcripts and Obtaining Grades

A transcript of each student’s permanent record of grades is maintained in the Office of the Registrar. An official transcript of grades will be sent to any high school, college, university or
other agency upon the student’s request. Only grades and credits earned at Green River will post to a Green River transcript. 

In order to comply with Family Educational Privacy Act 1974 (FERPA), student information (including grades) will not be released to third parties without prior written permission of the
student. 

Grade discrepancies must be addressed by the student with the issuing faculty member. If the issuing faculty member is no longer at Green River, contact the appropriate division chair
or instructional dean. 

Obtaining an unofficial transcript:

Unofficial transcripts in ctcLink can be found on the Student Homepage, in the Academic Records tile.

Unofficial transcripts in the Legacy system (attendance prior to 2016) must be requested through our Unofficial Legacy Transcript Order Form.

Ordering an official transcript:

Students can request an official copy of their transcript through Parchment at parchment.com. Hard copy transcripts and digital transcripts are available.

The cost for an official transcript is $12 per transcript request. 

Processing takes two to four business days contingent upon completion of the current quarters grading cycle.

Students can receive their transcript immediately using our in person On-Demand form at the Office of the Registrar. The fee is $25 per transcript.

Grading Policy

1/28/26, 9:01 AM Academic Information - Green River College

https://catalog.greenriver.edu/content.php?catoid=10&navoid=622&print 9/11
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WAC 132J-276 Public Record  
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GA-17 Educational Rights and Privacy Act 
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FERPA in GRC Webpage 
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Educational Records 
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Privacy 
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